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® O[Hl SSL Q&M HX|7F 23 UEHCE IH2RZ 0ISsIMAM 2| 2H|o|XIS
O »FafioF sf=X| Lot sL T,

2.2 Apache MHOIM EOtMH =317

7}. Apache MHOl OpenSSLZ} mod_sslQ| Ax| i

Apache ME{OIM SSL S4lE 7FssiA| 67| YaliA= OpenSSLat mod ssi0] ER8f
L|ch,

M, SxH MH|A S91 Apache MH{0Hl mod_sslO] AX|ZI UEXIE hitpd - SHSE
A3 mod_ssl.c = mod_ssl.soZt O'EXI SOISHA|7| HigfL T 2Hd AX[= o
UCHH Apache AH{Q] B0 b= JHR17| 44 3 CSR A4 Hit TFYO 2 0SstAl7|
HFZLICH

(22 3-3) mod_ssl AX| &2l of

OpenSSL2 Apache H{IH mod sslQ| XS &015H 20 UBE2 OpenSSLS AX[GHOF

St Ch 0|2 £0{ Apache 1.3.3 HX0ll= mod_ssl 2.1.6 (F£= 2.1.7)2 Ax[3H0}F 5t

mod_ssl 2.1.62 OpenSSL 0.8.1b2+ 0.9.1c HT AfO[OfMBF SEFILICH HTZ &RI5tK]
Ot OpenSSLat mod_ssi2 AX|olH Apache ZIH oM @F 7} ghasiL|ct,

mod_ssi2 BEA] Apache HH0| W= WS AX[SHAOF BHH www.modssl.orgOi| A

HotMH 75 7iojE



Apache HIES &0lot & 10| H= mod_ssie CH2EOF AXIGHAIZ| HEELICE,
mod_sslOlAf X5t apache H{A 2 OpenSSLel H{ZAE mod ssl AAQ
=]

README.VersionsOfl A 2k21et 2~ Lo, www.openssl.orgOf A= 2fRIsh & QIELIT

— 1

@ OpenSSLe| MX|(www.openssl.org)

OFK37|

$ gzip —cd openssi—0.9.6.tar.gz | tar xvf —

$ ./configy make$ make installconfig
= prefix® | YUL moll= Jusr/local/ssl CIRERZ o] Mx|7F ELch
CHE CE2(o| MXIE stoAt oot Chgat 20| AX[gL
$ ./config —prefix=/usr/local —openssldir=/usr/local/openssl
= OpenSSLY| AIHIIAS /usr/local/ss)/bindll AX| =1 QISMHIAS |5t IfUSS
Jusr/local/openss| Of2Ho| CIZIER|of AASLICY,

@ mod_ssl9] AX| (www.modssl.org)

OFK37|

$ gzip —cd apache_1.3.19.tar.gz | tar xvi
$ gzip —cd mod_ssi—2.8.1-1.3.19.tar.gz | tar xvf

Aol CHR2EQ YSE7|7F EUH mod_ssl A™S BfLiCt

mod_ssl AH

$ cd mod_ssi-2.8.1-1.3.19

$ ./configure W
—uwith—apache=../apache_1.3.19 W
—with—ssl=../openssi~0.9.6 W
—oprefix=/usr/local/apache

HOLMH 7 Jtole | 25

o
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@ Apache MH AX|(www.apache.org)

$ cd ../apache_1.3.x

$ SSL_BASE=../openssi—0.9.6 W
Jconfigure W
—oprefix=/usr/local/apache W
—enable—module=ss!| ¥

$ make

$ make certificate

$ make install

Lt Apache 1.3.X HZO|A EOtMH =517
(1) 7H217] A 2 CSR AN HiH

O o gy 4y

$ openssl md5 * ) rand.dat

4

@ 71 4 My
$ openss| genrsa —rand rand.dat —des3 —out 1024 ) key.pem
= J0Q17| HEHSE YHIH BIEA| 7[dsHof

NEE Tt apaches 15& 4 Q&L

it]

Lt (s

i
=iy
n=
met
oX
40
w
[@p)
[

© Mo 7| 4= 0I&3t0] CSR 4

$ openssl req —new —key key.pem ) csr.pem

26 | EoH 1E Jjol=



= 0{7]A key.pem2 B @0f M A5 71 0150|H csrpeme £ COR Y2

0|,

Country(27} ZE) : KR

State/province (Al/Z2| A 0|2) : Seoul

Locality(Al 72 S| 0IS) : Songpa—gu

Organization(&|Al 0|Z) : Korea Information Security Agency
Organization Unit(£A%) : Policy Development Division
Common Name (host name + domain name) : www.kisa.or.kr

Tt &8 YHotals HAXIE e O2d Hoi7heE S

@ CSR MZ&

MM E CSR(0Ml:csr.pem)9) LIES Ct3at Z&L

———BEGIN CERTIFICATE REQUEST——
MIBETCBVAIBADBXMQswCQYDVQQGEwWJBVTETMBEGA 1UECBMKU29tZS1TdGFOZTER
MBBGA1UEChMYSW502XJuZXQgV2IkZ2I0cyBQdHkg THRKMRAWDgYJKoZIhveNAQKB
FgFgMFwwDQYJKoZIhveNAQEBBQADSWAWSAJBALGNPTY3avNgbubx+ESmDALV1LQG

AaAAMAOGCSqGSIb3DQEBBAUAAOEAXCMsa8eXghG2ZhVyFkRVrl4vT8haN39/QJc9
BrRh2nOTKgMcTOn+1XxOWNRQY/SIGV 1y3+3abNidmJBWnJ8Bg==
————END CERTIFICATE REQUEST———+

CSR U&= U57[20fA HEYz SFotAL ASM el 20 42
AUSM MHES TIdStAT FLICH
QE7[eel Tg EXo| w2t ASM7E dgEUC

HObMH 1= Jfole | 27

o

)
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e

(2) CIBM AX| Bt
|CF(0fl: Cert.pem)

————— BEGIN CERTIFICATE
MIBBETCBVAIBADBXMQswCQYDVQQGEwWJBVTETMBEGA1UECBMKU29tZS1 TdGFOZT

EhMB8GA1UEChMYSW50ZXJuZXQgV2IkZ210cyBQdHkg THRKMRAWDgYJKoZIhveNAQ

kBFgFgMFwwDQYJKoZIhveNAQEBBQADSWAWSAJBALBNPTY3avNgbubx+ESmDALY

AA2AAMAOGCSqGSIb3DAEBBAUAAOEAXcMsaBeXghG2ZhVyFkRVri4vT8haN39/QJc
9BrRh2nOTKgMcTOh+1XXxOWNRQI/SIGV 1y3+3abNiJmJBWnJ8Bg==

END CERTIFICATE——

@ Apache MH{Q] Mt IX|0f MERLICL

(httpd.conf = ssl.confle $Hg

28 T

ot

Q

(VirtualHost _default_:443)
# General setup for the virtual host

DocumentRoot /Apache/htdocs
ServerName www _kisa.or.kr:443
ServerAdmin admin@kisa.or.kr

ErrorLog logs/error_log

TransferLog logs/access_log
SSLCertificateFile /Apache/ssl/certpem — QIEN M Z=

SSLCertificateKeyFile /Apache/ssl/key.pem — 7§217| I A=

@ Apache MHE THTSELCH

Japachectl startssl

28 | EoMH 1E Jjol=



® O[H| SSL QIEMY HX|7F 2EEUSHCE IR 0lSsIMAM M| &H|o|XIS

HEA +Falof st=X| LorE AL

C}. Apache 2.X HZOA EH2tAH =57

$ openssl shatl * ) rand.dat

o=
-

$ cat filel file? file3 ) rand.dat

MES 93t apacheE 713Y 4 Sl&U)
= HRI7IE 2efoltl 42 M E HRI7|E AISah0r st22, et 71e17]9f e
SAES 2RO MFHo| 226t FA7| HELIC
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Q MME 7] 42 0|&at0d CSR 4N
$ openssl req —new —key key.pem -—out csr.pem

= 047|M key.pemE Tl @0fM AASH 7| 0|20]H csrpem £2 CSR IHUQ)

OIS YLICH.
Cfs E22 Ysolats HAIXDE LELCE (25 HE2 F22= Adalof s,
Or= &= 04| LICH)

Country(Z27} ZE) : KR

State/province (Al/Z2] A 0|2) : Seoul

Locality(A 7,2 S| 0IE) : Songpa—gu

Organization(&|At 0|2) : Korea Information Security Agency
Organization Unit(£A{%) : Policy Development Division
Common Name (host name + domain name) : www.kisa.or.kr

Tt 442 Yotats OAXIZE LR Od FoI7heE SRELIC

@ CSR M=

MME CSR(0Il:csr.pem)9| LIEES Ctaat Z&LCt

————— BEGIN CERTIFICATE REQUEST———
MIBETCBVAIBADBXMQswCQYDVQQGEWJBVTETMBEGA 1UECBMKU29tZS1TdGFOZTEN
MB8GA1UEChMYSW502XJuZXQgV2kZ210cyBQdHkg THRKMRAWDgYJKoZIhveNAQKB
FgFgMFwwDQYJKoZIhveNAQEBBQADSWAWSAJBALGNPTY3avNgbubx+ESmDALV1LQAG

AaAAMAOGCSqGSIb3DQEBBAUAAOEAXcMsaBeXgbG2ZhVyFkRVri4vT8haN39/QJc9
BrRh2nOTKgfMcTOh+1XxOWNRQI/SIGV 1y3+3abNiJmJBWnJ8Bg==

30 | HOMH 1= Jtole



ol

S7120A HEz SRotAL AUSM UFeHE 20 doi
QSM MHS TIdGEAE FLICH
=]

X0l w2k S M7E LgEuU T,

Ao o

—

O MYz L2 ASME =Atcto] Tz HMYELCLO]: Certpem)

MIBETCBVAIBADBXMQswCQYDVQQGEWJBVTETMBEGA 1UECBMKU29tZS1TdGFOZT
EhMBBGATUEChMYSW502XJuZXQgV2IkZ210cyBQAHkg THRKMRAWDgYJKoZIhveNAQ
kBFgFgMFwwDQYJKoZIhveNAQEBBQADSWAWSAJIBALBNPTY3avNgbubx+ESmDALV

AA2AAMAOGCSGSIb3DQEBBAUAAOEAXCMsaBeXghG2ZhVyFkRVri4vT8haN39/QJc
9BrRh2nOTKgMcTOh+1XxOWNRQI/SIGV 1y3+3abNiJmJBWnJ8Bg==

@ Apache MH{Q| HHst {x|of MIELICH,

o oo (R = 5ri i calia pacheroe ificate - Shell - kansalke [= [5]
Session  Edit  View Bookmarks Seftings Help

[root certificate]# pwd =l
Jusr/local/apache/certificate I
[raot certificate]# Is -al

B M 32
drwxr-xr-x 2 root root 4006 11% 8 17:08 .
drwxr-xr-x 13 root root 4096 113 B 17:09 ..

—-r—-r--T-- 1 root root 20013 I13H 8§ 17:08 .con_cert.pem
-r--r--r-- 1 root root OF81 11% 8 17:08 .con_key.pen
~F--F--T-- 1 root root 1602 ITH BI70E —con, ca-bundle
-r--r--r-- 1 root root Z017 113 8 17:08 test. Loom_cert.pem
-r—--r--r-— 1 root root 881 11% 8 17:08 test. .com_key.pem
-r--r--r-- 1 root root 1602 11w 8 17:08 test_| _com.ca-bundle
[root certificatels

HotgH 7 stols | 31
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@ ssl.conf £ (virtual host AH)
ssl.confQl hitps(SSL)g At2st7| fleh #4E virtual host 22 hitp AN 221t

SYopH gL te2 24 ofYuch

(VirtualHost www.kisa.or.kr:443)

# General setup for the virtual host
DocumentRoot /usr/local/apache/htdocs
ServerName www.kisa.or.kr:443

ServerAdmin root@kisa.or.kr

ErrorLog /usr/local/apache/logs/ss|_error_log
TransferLog /usr/local/apache/logs/ssl_access_log

d root B /ustlocalapache/cont - Shell- Konsale
Session Edit View Bookmarks Settings Help

</TfModule>] |
<IfDefine S5L»

#

## S5L Virtual Host Context

#

<VirtualHost .comn: 443>

rtual haost

# S5L Engine Switch:
& Enable/Disable S5L for this virtual host.
SS5LEngine on

# S55L Cipher Suite:
# List the ciphers that the client is permitted to negotiate.

|- serr —
& '|E-il_'1 Shell| | E1

@ ssl.conf £H (7] mp
(@]

=
ssl.oonf THUOIM Q1FM mUm} 17| mtAU ol 2[X|et 015S LAl +FFU

Ols M MH : SSLCertificateFile /usr/local/apache/cert/(domain name)_cert.pem
JHQ17| A . SSLCertificateKeyFile /usr/local/apache/certificate/(domain name)

key.pem

HotMH 75 7iojE



#55LCertificateFile fusr/local//apache/conf/ssl.crt/server-dsa.crt

Server Private Key:

If the key is not combined with the certificate, use this
directive to point at the key file. Keep in mind that if
vou've both a RSA and a DSA private key you can configure
both din -arallel (to also alluw the use of DSA ciphers, etc.)
SSLCertifi eyFile flocal/apache/certificate/

#SSLCertlflcateRevFlle [usrflocal/}apache/conf{ss] kev/server-dsa. kev

» RO T

#  Server Certificate Chain:

# Point S55LCertificateChainFile at a file containing the

# concatenation of PEM encoded CA certificates which form the
# certificate chain for the server certificate. Alternatively
# the referenced file can be the same as S5LCertificateFile

# when the CA certificates are directly appended to the server
# certificate for convinience.

#55LCertificateChainFile Jusr/local//apache/conf/ssl.crt/ca.crt

# Certificate Authority (CA):
— INSERT —

d oo M u=rflocaljapacheiconf - Shell - Konsole BEi=1E3
Session Edit View Bookmarks Settings Help
# certificate you can configure both in parallel (te also allow  £
# the use of D5SA ciphers, etc.)
S5LCertificateFile fusr/local/apache/certificate/ .con_cert.pem

o A K75

— httpd.conf T @F 7t Gl=X| &
Jusr/local/apache/bin/apachect! —t
Syntax OK 2t LIQH =7} &Lt

e

7|& OHmfx| AMH|A ST

/Jusr/local/apache/bin/apachect! stop

http, hitos & MHE T

Jusr/local/apache/bin/apachect! start Ae S Q1= A JHQI17| THA

hitp(80)T} https(443) S MH|AT} Al

HOtMH 7= J10lE

5t71

MrAl EIOHH T
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il oot I - s tio callapacheicertificate - Shell - Kansa ke

Session  Edit  View Bookmarks Settings Help

[root bin]# ./apachectl startssl

Apache,/1.3.22 mod_ss1/2.8.5 (Pass Phrase Dialog)

Some of your private key files are encrypted for security reasons.
In order to read them you have to provide us with the pass phrases.

[+

Server Lcom:443 (R5A)
Enter pass phrase:

Ok: Pass Phrase Dialog successful.
.fapachect]l startssl: httpd started
[root pinj# i

[«] =

“;':"I@ Shell [:

© OIHl SSL QIEMe] HX|7F 23 EUSHCE IH2Z 0ISsIMAM 2| 2H|o|XIS

1A FalioF of=X| Lor2ZsLTt,

34 | EotMH 75 sloj=



2.3 Web2B MHO|A EAMH 75517

7t 77| W | CS

o)

A

@ CSR B 9
Web2B 2 Mol & ZC 0f2iol bin S0l CA * H0IS At

ol
@
o
fifo
0z
0x
19
=
i)

C:WImaxSoftilebtoB4 . 1Whin>ca —newreq
Loading ‘screen’ into random state — done
Generating a 1824 bit RSA private key

writing new private key to ‘newreq.pem’
Enter PEM pass phrase:
Verifying — Enter PEM pass phrase:

571

You are about to be asked to enter information that will bhe incorporated
into your certificate reguest.

What you are about to enter is what is called a Distinguished Name or a DM.
There are gquite a few fields but you can leave some blank

For some fields there will he a default value.

If you enter '.', the field will be left blank.

=
=

EAE

Country Name (2 letter code) [KRI1:KR
State or Province Name (full name) [1:Seoul

| Ko}

Locality Mame <eg, city? [1:Seoul <r
Organization Mame (eg, company) [Tmax Ltdl - ':Eo
Organizational Unit MName (eg. section> [] 1
Common Name <eg, YOUR name> [1: N .con 75}
Email Address [1: N -con [92)

Please enter the following ‘extra’ attributes
to be sent with your certificate reguest

A challenge password [1:

fAin optional company name [1:

Request Cand private key? is in newreq.pem

C:WImaxSof tilebtoB4 . 1%hin’

# Pass phrase : Q17| H[ZHSZ SSL 7| Of =0l
% Common Name : 3T & AO|EQ| =HQl &

HOtMH 7= J10lE
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@ CSR =&

f----BEGIN RSA PRIVATE KEY-----
Proc-Type: 4, ENCRYPTED
DER-Info: DES-EDES-CBC BE5B4EICEAFSE 262

IMYWelgiixGFE 7S+ TNROVEoCBFasNix ] WiOpeadStp 7o VEWI YEWYJZE 8258
ADEypbzvE ToHHWOUSmb TdrSlapBwaldL] AEIDYamGlgSCdaCZetvvCay,/Slalc
ZitzyL+kNMEIRze SAEDLEB Loy BiFmu T3HLIYWY D Az 0 7MYiGG | YPaNac Gnl
2iraGyvzwodzl Cmviy nAwwDEDFU 1 E2zP YW | TewkVRLenWha | glmyvel+ /o dy+ 1
Kok YWPmALryNH/ drmEgp0 ChZ/33d+ s ACKURXpm/NFWPIZaD S/ Moliyisi0ivii v K
/N 7gdCuGc7zugDlaYneotzeuxugZs2e Cd G ARBANDW WHDLSdaSAvZ zySgzESp

RFuRwgjiUR 7defWWigBvaN/uFryc+ o GIEXe | sovmmuzekULnkZ wiHizOIC 1 S 11

oy VoSGEC TN AD TydN whzhpl/S+fimCz07Mick] Shitn Zj Thve Wh OREWd MOukwiBo P
y3NDzshMHFLES=WiMea Td e kFYY s o GJ 23y ShejgS4Fal W e PSOMyLGIBYPPYZW
PHCA3eddhJFoviaoGoe/kTE« YLL U 9YbbwSHymo V717t TU2Zr/Fe TAHEXoGTTY

Dg90ch 2Ly OL 7big37F0E0 Staly dicrhHask kdyP B/ DSH S NSAEoU+ A059Ts T
ged7ADIM A ASHE T md OOFZEgMaL YLD | XACIEngPymDFECA==

----- EMD RS& PRIVATE KEY-----

————— BEGIMN CERTIFICATE REQUEST-----

WMiIBy2CCATOCADAWD YoxC2AIBgNYB AYTARSMOAWDAYDVOOIEWVTZWI hDEOMAWG
AUEBxMFL 2Vvd WD TALB aNVEAD TREW QIEXDDAKBaNVEAs TANID OzELMEKGATUE
fukdSamisZWlucAnbmdhdGUuY2ZAMSEwHwYIKoZ IhveMACKBFhJgY 2k ZUBzadu
ZZFZS5h20wa 2800 YKo ZIhvwe NADEBEBOAD g YOAMI Gl Ao GBANO S MaLI/E pille
OZnGo+wZl3 Kah30HR Yo+ 93 Togxonl 3FEn g AWWEAIZZ 1 v THPa ThECNOPyOZcma

W20y dBAd97O0VEVMmWE OPZXNGvAghMBAAGoADANBokahk GOWIBARCFAAOBOAS
OalgiteRZE.sPal THARO I SINKbEUCOS HIG+ASLS w1 % ZMNO gkt LEgqoio

mZag] W1 FaOwSaGpkiFD Sk Z ketul VE 7V TH ESte /w35 2 mw] MBOIa 2mbll 2 280
JEHCEUBMNGYCOoU DESSEKITI?abM+-2/4R /dy+2/50==

SEE newregpemOll= (FS3HE) 7H217|2F CSRY &I el Zete0f QUELICE
CSR HE= Ci3ut Z&LICt

MIByzCCATQCAQAWGYoxCzAJBgNVBAYTAKISMQAWDAYDVQQIEWVTZWI1bDEOMAWG
ATUEBXMFU2VvdWwxDTALBgNVBACTBEIJQOEXDDAKBGNVBASTAOIDQZEbMBKGATUE
AxMSamNsZWUuc2InbmdGUuY29tMSEwHWYJKoZIhveNAQkBFhJaY2xIZUBzaWdu

JSHC5UBNGVCOOUOESEKUITi7a5Nt+2/4R/dy+2/SQ==
————END CERTIFICATE REQUEST———

CSR UE= U57[0fA me= SFotAHU Qs Mt 20 2i =
S LIUGHAIE ELCH
157|2e| Ty X metM AEM7E egEU

36 | HONH FE Jjole
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Bte OIZME KMAEHL|CE
DFSOZ newreg.pem MAQ| L & ¢ EE9| J{0l 7[2f

7o M EH2EE2 (domain_name).crte) LIRS B certpemO|2t A 0|22

[N S I« PR, TS A T

o S R Y S YN T 7 T R P T R P T O o T A o T Y o Y O el o ol o e e e el el
L e B e = = O« R - <, T N 4 B o O O T O O T O =]

s
N

Proc-Type: 4,ENCRYPTED
DEK-Info: DEZ-EDE3-CEC,SSSE4EQCEAFSEZGZ

1Mo lg J0EGFE Vw3 +TNhOVE JoCatFal i1 WkOpead S fp e WVEWIYEWYISExL525E
4DEvyphevS ToHHUvOUSmbh Tdr 3 IgpEJTATAL1 AEi D Vams 0gSCdgC 2 I ¥l dy/ Sdgfc
ZitteyL+kNMEK1Rze34EDLEEBLvevPEkFru T3 £/ LIV TAdD Az 07N Yi6c 1VPallac J6nl
ztriGvewodzLCuwNynivyDEDFulkz ePUN1I ThwEVRL e n WMol g Inre 13T/ Quiy+EM1
FoEYWPmALr yNH/ 4mEgpOCh I/ 33 d+sACEThYp/ NFWP 1 ZgD3,/ ol Tos£0iv3ve K

SITZwR1D/ AltrepeviudogqEnIdhXEI4qiBE4DEuhS509B00h I3 hLTEWIvuaUYiLEn
RFuRwg] iUR7def YWWoSvoN,/ uF+yoc+oGIEiXe leoVimmuze KULnkZuxHf 201 C18=11F
gyVoSGCTNAD?ydNvhehp 1/ 84+E££mCe07ME 013 MEnE J 7ThVe/ WThOREWAMOukvtBcP
TINDzsMHF LSV WrMeaTde IkF Y/ 3egGI23yEe jgl54FalJe750NyLGIBEYPRPYEV
PHC/ 13ed4hIFovViaoGOt/ JkTE+TLEUSVEbwEHymgW 7 17 +7 U2 Zr / F+7AHEX0GT TV
Dyo0chzZLyOL7bt337F0E09talydker hHaiKkMyP A/ kuJDSt J9FNS4E0U+A039TST
ge97ADIrKa/ ASfoveg] TimdO0F ZEgqNgvLYiUD 1XRCEEC ngP yraDF 6o i==

MITEpiCChdeghiwIBAgIQRurwlgVxeP6ZepunOLGEDANEBgkaghki GOwOEAQTF ADEw
HOswCO¥DVOQGEwI TRTEUNEIGAITEChMLOWREVHI 103 00U IxT j AREgNVEASTHUF k
ZFRydENOIEVAdGVyhnF s IFRUTCEOZERF LS Jr M IwIAYDVOODEX IEZGRUcnV zdCEF
eHR1lemShh CEDO3EShZ 90ME4ED TAIMD YNz A4 MD kx MF o XD TIwHD Uz MDEwN Dz OF 0w
gEMxC e AJBgNVEAY TA IV THOswl oY DVOO IEwIVVDEXNEUGAI TEExMOUZFsACEMYWE L
IENpdHkxH] AcEgNVE Ao TFVRo ESEVIOVIEVEIVI10g TV 02 S vazERMBSGALTEC K NY
aHROcDowLId3dyS1e2Vyd I 1e3 Qui2 9t MRswGOYDVOODE JVWEAgLSBEQVREQZ 9y
cCETROMwggE iMAOGC 3G Thi3DOERAQUAAG TEDWAWGGEKAO TRAQDE T 1o icule30
vySGCefgC ASuKIoT1EuSS9ral jnUFkwievl/ iD44ZDRIJHTEYLo,/ oucP jebvwt Tohie
LlzvwIS4huQVz IxkPTohDnL3+1E118gYRCut T3Iv+5 ik7FugaoEynyf QYU AcPIT

zBEfh=sD0/ I/ KSqVe 9 jyp04PVHYhDTC2CQPE/ ledipo+vEAERepgqr nHEH?EquF 9C
BowsR]DRegvEeVEt9e,/ feLShurKlrgRMvEisaRWive, / re Iy, NEjUwSEcD lwen3 AV
MyB3xEEVAGMEALG I ggEXMIIEE z AT EgNVHE MEGD ANGES tvIheNLOmS/ rETLTVAT 3 g
THMETG) AdEgNVHQEEF gQUTzLRSE9/ +ubxoF2 FTpLEnkUdt ESwhg YDVROF AQH/ EAQD
AYEGMASGAIVUAEWEE/ wOF MANBASSwIAYDVWRO1BEkwF w ¥ EEwYEELGCHwobAwTIVIZT
ATh40gQBMBEGAITA I AQKMAqwEgYEVROgADEVEgNVHRESEADEvMD igllggd0h i JodHREw
Q18w TiJesluNvhWokh e NhLnlvha9E EGRUenV edEVAdGVyhF sQ0F Sh2 900l v DAZ
oD3gMo¥waHROcDovLEZNybCSjbe 1vaGEubreVOLOFREF RydZNOREh0 ZEJu ¥ Doy Iwv
hIQu¥3JsMAOGCSgGS Ib3DQEREQUAAYG TEAQE I hp IQSRPENTA0Kr ThikP 1EE40OFN /S 3
alB/vxpx AANYvIOkSr/ gk/ 8B2 AWGD+x+REywXfdaF I3 8vD0ShFvig/ RS41JYdP XD
Gz+noljal/288Drk7ewSuSmSrnsEodRyv+neLdKnUT Y Ac O K9 fgqe TS 29ah ITPo6t
V1B+99Tw/ 2 1iZ2YEM11£D )/ dg9sENNIf8TOP 12 78cgvaseebfETHNE At guPAOIgS
TEF+MOHjiDekuzMvLComEaCzulnnsBGHRTO4OnEINOnkd vyHd Tal+ D3 S0vIPVOZ 5
AXGUDFoGC+vdiPASfecTumE ZgONeCteiden V1S tgQCLZ3 uF MAJTet HynliE

HOtMH 7= J10lE
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© Config A4
SSLE 443 ZEE MEs/| 20| HFY SAE LEZ ofLf F7I6H0F gL

Ofi= SSLE ME8AIRI config T O ILICH

=DOMAIN
wabtok |
~MODE
I5Test WEBTOBDIR="C!/ TmaxSoft'YebtoB4. 1"
SHMEEY = 54000,
DOCROOT="C/TmaxSoft"WebtoB4. 1/ docs",
PORT = “50,443",
HTH =1,
NODEMAME = "$(NODENAME)",
LOGGEING = Tlogl®,
ERRORLOG = "log2”
“WHOST
==l
NODEMAME ="lISTest",
HostMamesTTest signgate. com”,
DOCROOT="C!/TmaxSoft/VWebtoB4. 1 /docs"
PORT="442",
SSLFLAG=Y,
SELMamesssl1
=SVRGROUP
htrnlg NODEMAME = "lI5Test", SWATYPE = HThL
coig MODEMAME = "ISTest", EVATYPE = CGI
s5ig MODEMAME = "ISTest". SVATYPE = 55|
=SERWVER
hitrnl SVGENAME = hitmlg, MinProc = 2, MaxProc = 10
coi SYGEMAME = coig. MinProc = 4, MaxProc = 10
ssi SVGMNAME = ==ig, MinProc = 2, MaxProc = 10
~SVRAGROUP
hirmlg NODEMAME = "ISTest", SVATYPE = HTML
colg MODENAME = NSTest". SVRTYPE = CGI
ssig NODEMAME = "ISTest", SVRTYPE = SSI
~SEAVER
bl SVGHAME = hmilg, MinProc = 2, MaxProc = 10
cal SVENAME = cgig, MinProc = 4, MaxProc = 10
ssi SVGNAME » ssig, MinFroc = Z, MaxProc = 1D
=Rl
uiril Usi = "Yegi=bin/”, Swivpe = CG1
~ALIAS
asllasi UAl = Yogl-bin/, ReslPat = T/ TraxSof/WebtoBd, | /iogl-bin
LOGGING
logl! Format = "DEFALILT", FilaMName = "Ci/TmaxSof'WebtoB4, 1/oa/access. log”,
Dplion = "sync®
lng2 Format = ‘ERRORA". FilaNsma = "Ci/ TmaxSofWebioB4, 1 /loa/errorlog”,
Oplian = "spne”
F=sL
sl Ceriifi le="Civ Tma B4, | #sslvoarpen’,
Cariifi T WebtoB4. | .pam”
#Cal i ile="C2 /D ments and ing: ini /PR M AITesL Jroolca,|
~EXT
i MimeType = texvhirnl, SwTeps = HTHML
at —

#UR2 BAE B2S F7f6 M0 oftd, 4 X2|=0] A=

CaCertificateFile S2(#)2 Mef 7Hs &Lt

38 | HOMH 1= Jtole



@ Config ZItY
SHE samplemIds € MHOIM AIZE 4 UEE  wscll HEHUHE AEsHH
AntY st= 140 R

) wscfl = sample.m

WINDOWSWsystem32¥Wemd, exe

20087-82-12 -
2087-82-12 .-
2806-11-17 42,288 manual.m
2087-82-12 1.325 sample.-m
85.301 wsconfig
85,388 ugconflg ori
214,382 HiO
E2l 223,637,584

571

C:WImaxSof tilebtoB4 . iWconfigrwscfl —i sample.m
Current configuration:

=
=

Number of client handler<HTH> =1 rF

Supported maximum user per node =
Supported maximum user per handler H;
ICFL iz done successfully for nodeC(IISTest(IISTest>> jz
-
C:WImaxSof tWlebtoB4 . AWconfig> (:El-f
<r
° 10
@ Y My 7= o
- 99}

=~ (] ol

Wsboot HUE ME5HH MHE T30t USM SEukgolM Y= 74017 | @

=
BIUHEE QB ELIC

WINDOWSWsystem32Wemd.exe - wsboot

C:WImaxSof tthlebtoB4.1%Whin>ushoot

WEBOOT for nodeCIISTest> is starting:
Helcome to HehtoB demo system: it will expire 28807-82/15%
Tod

WSBOOT: HIL is starting: B2-/12/87 15:18
WSBOOT: HTH is starting: B2,12-87 15:18:53
Current WebtoB Configuration:

Numher of c11ent handler<{HTH>

Some of your private key files are encrypted for security reasons.
In order to read them you have to provide wus with the pass phrases.

Servepr IITegt.glgngate com:443 (READ>
Ent H

HOtMH 7= J10lE
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® O[Hl SSL IEMe] HX|7F 23 = UASHCE IH2Z 0ISsIMAM 2| 2H|o|XIS

O1GA »FalioF of=X| ot sLTt,

2.4 iPlanet MEHO|A HOtAH FZ517|
71 7H217| & H CSR ¢ Wl

@ Me2] sHHofM M ME
MH{Z2| stHo| ZHEIANA HOIMHE TE5tTIAF oh= ¢ MBE Metisin

‘Manage' HES SF5LCt

2} Web Server Administration Server - Microsoft Internet Explorer
©OOEME) BIE 2 BAEAL SO EZSZH

0=-0 HEG Pk e 2@ - UEs 3

¢ 70 [ httpi/ /hitps-admsery/bin/index - i

iPlanet
web Server Administration Server

Servers .‘.“'{Preferem:as .‘.“'{Glnhal Settings .“-"{I_Isers and Groups .‘.“'{Sal:urit .‘.“'{CIusterh'lmt

Manage
Servers Manage Servers

Add Server
Migrate Server

[ Manage

Server Root:/usr/iplanet/servers/https- or.kr
Hostname: .or.kr
Error Log: /Jusr/iplanet/servers/https- or.krflogs/errors
User: nobody
DNS: off
&] Users and Groups ® 2EY B

40 | =otdH 75 ol
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Fequeater name:
Iaheoons vekene; (LN

8B aE LRSS

Lo kb it el L]

H
¥

Wom 0an Algo ses a4 Liat 0f auadlable certiTioate anthor it ies

Sutmlt ta Cartificats Amnerity wis:
Eth Smath hdivess: | (R

SeLeOl The ESEMLe L6 UER W3TH DRI CerLITLOALS.

Copplageaghis Mamule: el

Koy Pair Tils Pamsuenic | =eessrss
Before requesting a certificate, you should read the pveracwy of the certificabe process, and then go through the
;I.ej'\lo,ls 1tem. on oreating & correct distingushed names which you shoukl enter below. You will also generate the

e alithoeization ke that yod will use o olitsin v oertificates From a certificaton authoity.

Vorva Iwemraten Sty Ageray

e [

WSt ki
Hisvoi bk ol Binuedp Agaaty
it Farva Intamratian Secatty Cantst
™, Gars-Davg, Sorge-Ta
5RO,
|1
Please dotble check everything before subminning!
[ ] et

(i gamh

[ ELE)

Sohor & Y=

— CA Email Address : #2|xte] oY 4
— Key Pair File Password @ #2| TjAQE

— Requestor Name

N

— Telephone Number : &2|Xte] HMaitHE

— Common Name :
— Email Address

LIS

Hefxfel oMY 4

— Organization : 3|AMH(Full Name ¢/2)

— Organization Unit :

FME

HOtMH 7= J10lE
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— Localty : A
— State or Province : EA|H
— Country : KR(CH3H2I=)

Vour certificate request has been sent.

When the response arrives, you can use the Install Certificate page to put it in place.
n copy of the certificate request has been saved in the file:

StmpSmailtmp . 18623

To = Bkisa.or_kr
Subject: Certificate request
Email - Bkisa.or . ke

Webmaster: Bkisa.or . .kr
Phone : BZ2H05

(CommOon—nane > wew. -or ke

[Email = Bkisa.or .kr

Organization: Korea Information Security Agency
Org-unit: Horea Internet Security Center
Locality: 78, Garak-Dong, Songpa-Gu

State: SEOUL

Country:z KR

----- BEGIN HEW CERTIFICATE REQUEST-—===

HITES jCCAVSCANAWDEXCZAJBgHUBAY TAKTSHO4wDAYDUNNTEwU TRUPUTDEIMEAG
NAUVEBxMZHzgs TEdhenFr LURvbmes IFHubmdwY STHATEQHCQGATUEChHhS2DyZ2WEQ
EWEmb3 JEYXRpb2hgU2U jdXJpdHkgQWd LbmHSHEc w0 YDUQIOLEXSLBb3J1YSBJbnRL
CMS1AdCBTZUWHIcRL BeSBR2WS 02X IxETAXBgHUBAMTEHd3dySrenMlecnub3 Iua3d I
NZEBwDOY JHOZ I hucHAQEEBQADGY BAMI GJACEBALF RqQpG1inUdrquWlTo oyc 7wl ke
GZrmFUHoREazZWekGHGF Tue48maSuxJyoolESAHEUGHOHhwIWT X SEqQERaGPOIUKRZ

FUHPbLUAEATunphAgHEAAGgADANEgkghkiGYwiBANDFARDBgOChDHFKLIFTS+1ak
hwHsyAZzPiRk [vKogSHYZ10sUMIEHUUFAS8 JCEAZWLIGdTRT F+r1268pSE90Z jYBEY
MOl CYNATLCEHLpsucg9ZR2/hR+ DYSRAMSAPhKSSP/Ln0IFLhpEUrL FAXTHZYycC
1zrycusEuFHUCK1qUoaBAplablenn]-=

————END HEW CERTIFICATE REQUEST--———-—

@ Server CertificateZ Planet 2 Aol MX|
2Rt 3tHOM Security — Install a Certificate2 MEHSH S

229 2 AMA ettt

Of2h SfHOIA HAIE

42 | BotdH 7Z Jloj



Gervor Lortlficate Chalm
O Trusted Cartilicate Astherity (CA)

Seloct the wodule to use with Ehis certificate.

Erypingraphic Wedsle: [imernal »

& Euy Falr File hwnab

Entor Cortificate Mame OHLY if cortificate iz mot dor 'This Server’.

Cortlficate Mame:

O Wemmane s in this file:

% Numsase text Lo -
e b TN L Vo el kaea FaZi T Tosk |

| B ¥ W | G0 0ATHEH 07 gl NH pZ24w 0. 1 71 AV 4D ESEA DDA GTHNES B

114 00N MERIECN DGEAGG+E] END 1KY BECUbA  EGLI 2 GACUF B MCHDOGCT: GALUF

L LMD 054 S D HABLa cwve udwity sl b 2200 23 LN BN 2
A TR ) YRT T8 LT | N e AOGCSE B2 bI0EERA A A GBAE ¢! T
SeThid |5 15T 307 WG L3Eht Thet 1 PacObEHT, eFULLRUdSesY ExF 362N | 10

i1 | DETYGPL 08 E Inali2
T WILZE BETH L B | Zemmicscrs M
ameme AT CERT| FI LA TS = me e —_—
™
e
- 110
[

=

A 2

@ iPlanet & MHIZ IHA|Z (Server Off — Server On)

Al ol

SSL

Thee server is currenthy O

WARNING: You should onby do this on your local machine.

The following passwords are required to start the server:

Wodule internal : m‘

e ... C—.
G ) o)
—— e —

2oMH 75 stz | 43
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@ iPlanet & MH MY HA
PlanetAtof QIBME MX[7F 2ZHCHH, MHOIA 443 ZE0] CHotx i 7|(Listen)
g QUEE & 78% HASHOF SHLCH YAH E2|Xt SHHO|M Preference — Add

| oorom | :
Create & Listen Socket

lD: ———

»: [T

= o=

Servername; s Juwh

=] T

T T
Default vs:
oo
Eborn
IM'
Y
Conligistkn

YHsfoF o FEE o g (A ¢E Fo)
© O] 80ZEO| et DE FIst SSL ZEE et DE 20
- P : 0000 /any 2 A4
— Port : 443, SSL ZE= 4430| C|Z2E ZEO|H, A Z2|Xte} A9lste] CH2
HZES MEot=E 4d Hdk Jts
— Servername . EANHE
— Security : ‘On" AEH

— Default VS : CJZEZ A2E Virtual Server urS U

AL | =M 7& sl



@ iPlanet & M MY F71HE
SSLOf| CHer 443 Listen ISO Yol 2 21 2Elor 2 F20] Q0H 3L 2T

Listen Sockets Table

mmmm

Bt L0000 |8 |[Of |
A I vl | 'ﬁE

E@E%E\E%%E%E

Sacurily '.LUB'S { Manitar, | WErLian] Sarvar Class ) Java -'.L('ﬂﬂ(%' Seruiats faarch

Security Settings of Listen Socket

| 1P |Certificatefame|Client Auth]  Ciphers | Default |

dafzult | SenarCot | =1} 3512 SSLILS Cinher Defsult
' Rusit

® OJH| SSL Iz Mol MX|7} AR EAUSLICE VIHORZ 0|=5tMM AX eHo|XIS

HEA +Halior of=X| LotEAEUCE

2orH 75 Jlols | 45
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A2l QSN FE USME ZHRUSMt ME[FYE F5017| Aot 28st=

FYULCE HQl QIEMet RE QISME HAOIM HOIMY QUSM &g Al &7 Es

EdE= HOA QIE2F E2F 215 M2 2 XELICE

H=THAZA S LI

L', | | """"" ] T-TLT'E:E'ITHTI"""""‘;.I 2IE M HIM |

(O 3-4) E2tex dug 2 ofAl

Windows XP SP2 02 HEHS AfSots AEAE MSUIM FH0IES MEst UK
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# HOb MH 2SN 43

SSLCertificateFile /usr/local/apache?/cert/test kisa.or.kr_cert.pem
# HOMH QUBAM Ji217] AF

SSL CertificateKeyFile /usr/local/apache2/cert/test kisa.or.kr_key.pem
# MOl QBN HH

SSL CertificateChainFile /usr/local/apache?2/cert/chan_Cert.pem.cer
# 289 QB IHEE 2UBA) UBA MY

SSLCACertificateFile /usr/local/apache?2/cert/KISA_ROOTCA _3.cer
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[FRxs J6xahvs 00vICYXEBUZRIROKT 00N /hxixpBoSrBoPHT ggFdowl AG5SGEDSR 1
5QzdL vPW24 NOF1Z3P+CuMBGLW3MI 2204082 ps ath,/FKuP330HpgSwbAEChIwgd Qo
XOF FNSpLWHLHVOK Cmx s df SONBhBTAQG S KNBTNMUOhx LA DFOTUCaxiv xk uwaBaww
BID7Zwlind®onra2apchvior A sy PEfyM ey ok N0ZESE ST 6 WY BB GE SEHT T xXad
[GET /includesstyle.css HTTR/L.1

Secure-sessionID: FUOFHPAFAAA=

Encrypted-referer: WS1lKZoscIXOUDBM3BMSrvis6sh9EZLY CB]pxPs002 34%30%04
IZipher-parity: 0

[Fecure-sequence: KRngsxjpﬁr&SDNQME%Zmebg%BD%BDXOA

accept-Encoding: %21;:, deflate, securemsg

user-agent: mozilla 4.0 (compatible; MsSIE 6.0; windows WT 5.2; .MET CLR 1.1.4322)
Host: www.initech. com

lcache-Control: no-cache

Icookie: JSESSIOMID=75ACS66FF958DAETE23F80DES35D90EQ

HTTR/1.1 200 oK

ETag: w/"3388-1135666209000"
Last-modified: Tue, 27 Dec 2005 06:50:09 GMT
|Icontent-Type: application/shttp
[Sour ce-Content-Type: text/css

Date: Tue, 11 Apr 2006 17:08:47 GMT
IServer: apache-Coyote/1.1
5-HTTP-version: 1

IContent-encoding: securemsg
Server-Time: 2006041202083733
IContent-Length: 3392
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if ($time3 == 3$timeh) ¢

echo ™

<p><a href="http:/ /mowpogs . co_kr/zboard/view_php?id=not
desc=asc&no=%no' target='_top'><{font size=1 color='silu
tnewz->faxdfpr v,

y else {

echo “<p><a href="http://mowpogs.co.kr/zboard/view.php?
adnunm&desc=asc&no=%no' target='_top'><font size=1 color

g

if ($time3 == S$timed) {
echo ™

{p><{a href="https://mamgaan.co.kr/zboard/view.php?id=notj
&desc=asc&no=%no' target="_top'><Font size=1 color="'silue
stnewii-»Sfardfpr vy

} else

echo "“<{p><a href="https://8
eadnum&kdesc=asckno=5no’ target=

b

-co.krfzboard/view. php?j
' top'><{font size=1 color-

(a8 6-2) hitps ZREZS $&67| ot HTML AATE

| M(Redirection) AH

04%0|, A3t A flehiME hips Z2EZS A 252 iF0F
H&otke MEAEE LY0| hips Z2EEZS 20M
ww.test.cokr £ testcokr EZHQIS

7 tEEY AgLC,
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Tz SUIs o= 4928 =HVt g, d=st S4S olior & AR0l= hitps: /2
A 20M Yalor stez o 2Hall ofX| gL 2Co[42 i 40t
COe0|L =2 EHO[XIE ZHZ ThE FAL TE H0|X|2 HEs S22 M
MEXES 2HEE gaMAHTL MAAEH Y2oBilE & 4 AURE diFe
7ls gLt

(12 6-3)2 Apache MHOIA Redirect XIAXIS MM hitp://test.cokr Ee=
hito: //www.testcokr2 S0 AIZXIE ZHIZ https:// www.testcokrZ 2|CH0 21N
NAM Y53t Shlot= o L,

<UirtualHost test.co.kr:808>

Serverfdmin zmnkh@test.co.kyr

ServerMame test_co.kr

Serverflias www._ test.co. ke

DocumentRoot fhome/manpage

CustomLog logs/test.co.kr-access_log common

Redirect / https://wuw._test._co. kr/
<fUirtualHost:

(22l 6-3) Apache AH0AQ| Redirection

& CHE BHo 2= OSLE Web Programming 0o Z20f A0 BF ZEXOZ

Ar&ot= HTML tagE 0|&et =M, O ZL0|MLE HE0| 7tsoty| W20
K HO| 018E1D AsL

(O3 6-4)= 4T0[X]Q] indexhtmiol Bt £ AATCEE IO 2M hip://URLE

HMast= ANEAISS ZMZ htps://URLE 2|Cto|2I M= oflLct,

<meta http-equiv="refresh’ content="8; url=https://& .co.kr/index.html" target='_top'>

(18 6-4) HTML TagE 0|&%! Redirection
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9lof 20| Meta EIIZ 083l A2, 15 Y& 2ol

X JavascriptE 0|256H7|= gL,
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Meta tagE 01E8t himl Redirection &1t SYaIA|, AFEXIS0] AUxotA Hsol=
hitp: //www.festcom?| index HIO[X[0f s FH, AFRXIS0| EHsHA hitos: //2k=
L2EZ2 EYo| XIHo FX| Lotx, 202 kM Ysst S4I0] HEE hitps://

www.testcom@2 2|CHo| 2 MG A ElLict

{script>

var url = "https:/fuww_test.com”;
window.location.replace{url});
{fscript>

(12 6-5) Javascript2 0|23t Redirection

HOIX|E AS2f5!7|

S20| T0[x| YSHIE MBsie 0I9E U} XR0| LR Y HEyi| Assis

ol MHel H5tE S/tA7IE A Altiet 3¢ 4 7| tzYUCh,

2 (18 6-6)2 AMOIEQ bl 22 OIYLICE 0] & "Muied 2% & TP oiwE
Ex f04 0|5S ofH hips7 SZ(0f M2t 2210[HELI9] 40| fsatelo] TdEL,
‘WA’ OIS 226104 01Fof hiip7t SEE0] Aftiet 220[HECS] S0 BEo=Z
O|FO0XA otz YHEs LOoEAUSLIC,
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(ad 6-6) HOIXE Y=zt iy Hw

(O3 6-7)2 9| Hii'F BE29 AAFCQLICE Y& B2 & 3 Huf 2=0f of
SE0| #xf X0 oS 225t 015E
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<{map name=""ImageMap1™>

<area shape="rect" coords="193, 74, 249, 90" href="onlinebook/online.ht
m' target="main">

<area shape="rect" coords="267, 75, 481, 89" href="https://mmgau.co.k
v/zboard/zboard.php?id=lecture" target="_top">

<area shape="rect” coords=""423, 73, 479, 89" href="https://BEap .co.k
r/zboard/zboard.php?id=problem” target="_top">

<area shape="rect” coords=""497, 73, 537, 89" href="http://Fw s .co.kr
/zboard/zboard.php?id=gna" target="_top">

<area shape="rect"” coords="55%, 73, 689, 89" href="http://B 0 0 -co.kr
/zboard/zboard.php?id=down" target="_top">

<area shape="rect” coords="67¥9, %, 717, 23" href="index.html" target=""_
top">
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2oL Ay [X|
ofy O HOFIS 2915 3420 2okg)f) 32 228 B8
?. 2EEH] 2SLICH
ROIT|R Q2 SEE EMSHUZELITR
ey | 2o || $E=Em
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Qg 6-1)2 (ag 6-10)9) 2t Hlwsly| i Y=et =X g2 Bz Stlhtp)
SEHE LEH U

‘6528? bytes received by 10.30,100,50:3315 in 9 chunks Q Find B@ Export ‘

(2 6-11) nttpE 56t Y2 54

SiAI2t (2F 6-8)x 7FO| BUFO0| Lot =T, M i8S 2211 EA0|E0
H&olks MEXSUA 2210] = UX| fitte 24 & = A, £oF ALHe
A7

dugez QlaiM %fESH 2 4 AeE2 Vg Tk EEF E Ho[X] el 2=

URLE https://2 HIHZE= 20| E5LICH

OHH :LE'OiIM A HWKH uE IL% F20| HUHZER SE6t= 490(0, F i TE I2
BHE0| MiiZ22 S&5k= d0lct

’5d o] HR0= https °*g§} EANS FlHEIE AATE AX0| WQYE HEQ|T,

= Hfel AL0|= hitps YS3et EAS & 73—?— §§ URLZ httpOil A httpsZ . HFHFOF STt

oH HHYER] 242 4R0i= (O3 6-8)1t 20| Z1Fo| A HLt,

40911 bytes received by 10,30,100.50:3434 in 19 chunks Q, Find [ Export

a0 href=", fonlinebooks/onlinebook, him” target="_top">»

39" href="http:/* cokrfzboard/zboard,phptid=lecture” target="_top"»
89" href="http:/# .co.krfzboard/zboard, phprid=problem” target="_top">
89" href="http:/# .cokrizboard/zboard,phprid=qna” target="_top">

9" href="http:/s .cokrfzboard/zboard,php?id=down” target="_top">»
3" href=",findex,htm!" target="_top">
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Ted| hitpS hips2 2 HHF0IRE 2 £ 0[EaiM gzet Sils g 4 UAMASHCH,

oX[2, i YJo[ o e Emo|X[e HRol= At HEsl= HAI0| TH=7| w0

eict. 22 Yol HEE HO|XIS 0/SolEH Y=atd HO[X|et ] = st

HE AL22e (A 6-12)2 Z20] AHo[X|indexhimlofl ZJ2= & 49| HO[X|
fopmenuhtmat manhimS £212= AATCI} QIS [ AATCO| RS (O 6-13)1}
(O 6-14H)XF HZotn @ E2tX0A hitpet https2 242 SEFS o] Z2nE
MBI S

<html:

<head>
<meta http-equiv="content-type” content="text/html; charset=euc-kr">
<title>SSL Frame Test<{/titlel>

</head>
<frameset rows=""188, 1= border="1">
<frame src="http://lab. -.co.kr/test_ssl/topmenu.htm” scrol K
ling=""yes" name="top" namo_target_ frame="main"> =)
<frame src="http://lab. .co.kr/ftest_ssl/main.htm" scrolli =
ng=""yes" name="main'"'> ol
<{noframes>
<body bgcolor="white"™ text=""black™ link="blue" wvlink="'purple” ali
nk=""red ">

<p>SSL Frame Test2| HH|O|A| ZLICt. <br> O|HO|AE 22| HolMd=
=Z=HHE =2+ = " 22F2RI 2o UCH<p>

</body>
</fnoframes>>
<ffFrameset>
</html>
ag 6-12) me|Yo| =etE mo|x]
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<html>

<head>
<meta http-equiv="content-type' content="text/html; charset=euc-kr">
<title>SSL Frame Test<{/title>

<fhead>
<frameset rows=""1088, 1= border=""1">

<frame src=""https:/s/1lab. — co.kr/ftest _ssl/topmenu.htm' scro
1ling="yes" name="top" namo_target_ Frame="main"">

<frame src="http://lab. .co.kr/ftest_ssl/main.htm" scrolli
ng=""yes" name="'main">

{noframes>>

<body bgcolor=""white" text="black" link="blue" vlink="'purple™ ali
nk=""red">

<p>SSL Frame Test2| TH|O|A| YLICH. <br> O|HOEE 22 Halld=
=Y EE 2 = g 22FHIF 2EEULCHp>
</body>>
<fnoframes’
<ffFrameset>

<fhtml>

(28 6-13) topmenu.htme hitpsE &5}

<html>

<head>
<meta http-equiv="content-type' content="text/html; charset=euc-kr">
<title>33L Frame Test</title’

<fhead>
<frameset rows=""1808, 1*" border=""1">

<fFrame src=""https://lab. .co.kr/test ssl/topmenu.htm" scro
1ling=""yes" npame=""top" namo_target_ Fframe="'main">

<frame src=""https:;/7/lah. .co.kr/test ssl/main.htm" scroll
ing="yes" name="'main">

<noframes’

<body bgcolor="white" text="black' link="blue" wlink="purple” ali
nk=""red"">

<p>SSL Frame Test2| Q| K| 2 LICH. <br> O|HO|RIE 22 Halld=

Dofeg 2 2= @ 2RI 2.

</body>

<fnoframe
<fframeset>
<fhtml>

(ag 6-14) topmenuhtmz} mainhtmE hitpsE ==617|

HotMH 5 7io0jE
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@ HIYE3s Sd(htp)2 01E3HM SZot|
(a2 6-15)= topmenu.htmzt mainhim& 25 (12 6-12)2] AAZ 0|25HA]

SEO ARYUULCE 0] dR0l= 2ZE FEIt YsetR] (2 646>F—f Z0|
i
Eﬁi@)@m:ﬂm cokrftest ssl V|UE

Frare 1 Top menu

Frarme 2! Main meanu

(12 6-15) H|YS3HE HO|X| =517

interface: namifw (211. 7 ¥ B/255.255.254.8)

Ffilter: ip and { port 88 )

Higisis

T 211. Y4185 -> 211, 88 [AP]
GET ftest_ssl/ HTTP/1.1..Accept: =/=_._Accept-Lanquage: Ko..Accep
t-Encoding: gzip, deflate..User-fAgent: Mozilla/4.8 {compatible;
MSIE 6.8; Windows NT 5.1; _MET CLR 1.1.4322)__Host:

..Connection: Keep-Alive..

— &

211. g8 -> 211. IH185 [AP]
HTTP/1.1 2080 OK._Date: Hon, 26 Feb 28087 87:22:59 GHT.._Server: ap
ache..%-Powered-By: PHP/4.3.8..Keep-Alive: timeout=15, max=98..C
onnection: Keep-Alive..Transfer-Encoding: chunked..Content-Type:
textshtml....27c..<html>..<head>.<meta http-equiv=""content-type
* content="text/html; charset=euc-kr">»_<title>SSL Frame Test<{/ti
tle>.<{/head>.<{frameset rouws=""188, 1= border="1">. {frame src=
“http://lab.firewalls.co.kr/test ssl/topmenu.htm' scrolling="yes
*_name=""top" namo_target frame="main"">. {frame src="http:/fla
b_firewalls._co.kr/test ssl/main.htm" scrolling="yes" name="main"
>. <noframes>. <body bgcolor="white" text="'black" link=""bl
ue” vlink="purple” alink="red”>. <p>S$SL Frame Test.. ...... -
..................... <ip>. <fbody>. </noframes> _</frane
set)..(/html)....ﬂ....

HO[X| =3 X XME =l5t7|

2l
=

T 211. 4186 -> 211, 80 [AP]

GET /test_ssl/topmenu.htm HTTP/1.1..Accept: image/gif, image/x-x
bitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash,
application/und.ms-excel, application/vnd.ms-powerpoint, applica
tion/msword, *f%._Referer: http://flab.firewalls.co.kr/test_ssl/.
.Accept-Language: ko..Accept-Encoding: gzip, deflate.._User-Agent
: Mozilla/4.@ {compatible; HSIE 6.8; Windows MT 5.1; .MET CLR 1.
1.4322)..Host: ..Connection: Keep-Alive..

— &

211. 88 -> 211. 4186 [AP]
HTTP/1.1 288 OK..Date: HMon, 26 Feb 2887 B87:22:59 GHT..Server: Ap
ache..X-Powered-By: PHP/4.3.8..Keep-fAlive: timeout=15, max=99..C

(38 6-16) HTTP S&A| 80 ZE ZL|HE Zut

HotMH 1= Ji0lE



Guide -
HOtMH 7= J10|=

202 = (12 6-13)9 AATEES MEFI0 topmenuhtmBtS hiipsE =S
ot YU
(D ] http://lab, ;, 0o kr/test_ss| v s
Frame 1 Top menu ss L
Frame 2! bain menu
(12 6-17) topmenuhtmt &S 3}5t0{ 5&6}7|
T YS 0I&siM SEcts ZR0l= ot (A8 6-18)1 20| Y= si=|X| =
index html (4| Z2EHA)| L1} mainhtmQ LiEBt0| 80 ZEZ HAE MAL|=
Ag 2l 4 QUgUT opmenunim®| LiE2 s st TSR] 20| B2 H&kl=
80 ZEOME UES & + SlgUCh
T{211. 88 -> 211. 4188 [AP]
HTTP#1.1 268 OK..Date: Hon, 26 Feb 28087 87:24:28 GHT..Seruver: Ap
ache..X-Powered-By: PHP/4.3_8. .Keep-Alive: timeout=15, max=186..

Connection: Keep-Alive..Transfer-Encoding: chunked..Content-Type
: text/html....27d..<html>..<head>.<meta http-equiv=""content-typ
e" content="text/html; charset=euc-kr">.<{title>SSL Frame Test</t

itle> . </head>_<{frameset rows="100, 1=

border="1">.

<frame src

="https:z//lab.firewalls.co.kr/test_ssl/topmenu.htn™

scrolling="y

es" name="top” namo_target_frame="main">. <frame src="htt
lab.firewalls.co.kr/test_ssl/main_htm” scrolling="yes" name="mai

n"r. <noframes>. <body bgcolor="white™ text="black" link="
blue” uvlink="purple™ alink="red">. <p>SSL Frame Test.. ......
....... <br> L......... e eeaee mema maaa
.......... <Ap> </body>. </noframes> _{/fra
mEsEt)..(/html)
"
T 211. 4188 > 211. 80 [AP]

GET /ftest_sslfmain.htm HTTP/1.1..Accept: image/gif, image/x-xbit
map, image/jpeq, image/pjpeg, application/x-shockwave-flash, app
lication/und.ms-excel, application/und.ms-powerpoint, applicatio
n/msword, =/%..Referer: http://lab.firewalls.co.kr/test_ssl/..Ac
cept-Language: ko..fAccept-Encoding: gzip, deflate.._User-fAgent:z W
o0zilla/4.8 {compatible; MSIE 6.8; Windows NHT 5.1; .HET CLR 1.1.4
322)..Host: lab.firewalls.co.kr..Connection: Heep-Alive....

-

211.00 N rTmoiee > 211, = 4188 [AP]

HTTP#1.1 268 OK..Date: Hon, 26 Feb 2887 87:24:28 GHT..Server: Ap
ache..X-Powered-By: PHP/4.3.8..Keep-Alive: timeout=15, max=99..C
onnection: Keep-Alive..Transfer-Encoding: chunked..Content-Type:
text/html....77 ...<html>.<body>.<{table width=188% height=1086%
border=1>.<tr><td>.Frame 2 : HMain menu.<{/td></tr>.</table>.<s/bod

y>.</html>_ .0
Hexit

(O 6-18) topmenunim| LSO A5 HE HLIEE Znt

112 HotH & 7jojE



OfX2 o2 (28 6-14)2F 20|, $&5t= index.ntmiE A
SEHO|XIE hitpsS SchM SEotAl 2 Z2R0 = 0f2het Z20] indexhimlQ] Lt

o2 XMA0| El1, LIHX| topmenunimz mainhim AS3} E|o{A FAELCH

olst 2E ZH LS

: Za-(D) | & http://lab co,kr/test ssl/ v Buos

Frame 1. Top menu SS L

Frame 2 bdain menu ss L

o

9_J

o ||0|r

(g 6-19) topmenu.ntmz} mainhtmE hitpsE2 ==617| o0

P

interface: namifw (211.% "°8 B/255.255.254.08) oK

Ffilter: ip and { port 88 ) =0

S K

T 211. 198 -> 211, N W80 [AP] <F

GET /test_ssl/ HTTP/1.1..Accept: =/=._Accept-Language: ko..Accep K

t-Encoding: gzip, deflate..User-fAgent: Mozilla/4.@ {compatible; =)

MSIE 6.8; Windows HT 5.1; .HET CLR 1.1.4322)._Host: lab.firewall ]

s.co.kr..Connection: Keep-Alive.... '_—'_r"]]

ey OF
T 211 0 rose -> 211 41908 [AP]

HTTP/1.1 268 0K..Date: Mon, 26 Feb 2887 B7:26:85 GHT..Server: Ap
ache..X-Fowered-By: PHP/4.3.8. . Keep-Alive: timeout=15, max=1808..
[:unEfctiun: Keep-fAlive..Transfer-Encoding: chunked..Content-Type|
: text/shtml....27e..<html>..<head>.<meta http-equiv="content-typ|
e" content=""text/html; charset=euc-kr">.<{title>SSL Frame Test{/t

itle>.<{/head>.<{frameset rows="180, 1% border="1">. <frame src
="https://lab.firewalls.co.kr/test_ssl/topmenu.htm” scrolling="y
es” name=""top" namo_target_frame="main">. <frame src="https:/|
/flab.firewalls.co.kr/test_ssl/main.htm" scrolling="yes" name=""ma
in"r. <noframes’ . <body bgcolor="white" text="black™ link=
"blue" wlink="purple” alink=""red">. {p>S5L Frame Test.. .....
f e <br> L......... fees memamsess eemaaeaa [

..................... <Ap>. </body> . </noframes?  {/FF

Hitiexit
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fps)2 OI&sN =35t

ol 22 HXIS 0185HM hitpsS 0I&slA (2 6-11)1F 20| 552
O

ol
>
=

ol

g TSkt Qe indexhimi2 URLS hitpsZ 552 oM HEz, &
&SI EO{X|, topmenu.htmzt mainhtm (22 6-12)(a2 6-13)(a

6-14)2F 20| Y53} M2 0F0]| T2tk B SA E= Az SL0| 0[FOFLC

ol
0z

200 | htpsiylab co,kiftest_sg v Bos

Frame 1. Top menu

Frame 2 Main menu

(28 6-21) htipsE 0183 &
interface: namifw (211. ] 254.0)
filter: ip and { port 88 )

T
m211.= "iy183 -> 211.mm W TENi80 [AP]

GET /test_ssl/topmenu.htm HTTP/1.1._Accept: imagesgif, image/x-x
bitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash,
application/und.ms-excel, application/vnd.ms-powerpoint, applica
tion/msword, */%x._Accept-Language: Ko..Accept-Encoding: gzip, de
flate..User-Agent: Hozilla/4.8 (compatible; MSIE 6&.08; Windows HNT

5.1; .NET CLR 1.1.4322)._Host: ‘. .Connection:
Keep-Alive....

i3]

T 211, WIm:se -> 211. :4183 [AP]

HTTP/1.1 280 0K..Date: Mon, 26 Feb 2087 87:21:34 GMT..Server: Ap
ache._X-Powered-By: PHP/4.3_8. _Keep-Alive: timeout=15, max=180..
Connection: Keep-Alive..Transfer-Encoding: chunked..Content-Type
: text/shtml....76 ..<html>.<{body>.<{table width=1868% height=1808%
border=1> . {tr><{td>_Frame 1 _: Top menu.<{/td><{/tr>.{/tabhle>.{/body
>.</html>. .. B....

a2 ]
m 211, 4184 > 211.0= W mE-80 [AP]

GET /test_ssl/main.htm HTTP/1.1..Accept: image/gif, image/x-xbit
map, image/jpeg, image/pjpeqg, application/x-shockwave-flash, app
lication/und.ms-excel, application/vnd.ms-powerpoint, applicatio
n/msword, =/%._Accept-Language: ko..Accept-Encoding: gzip, defla
te.._User-Agent: HMozilla/%.8 {compatible; MSIE 6.8; Windows NT 5.

1; -HET CLR 1.1.4322)..Host: ‘..Connection: Ke
ep-Alive....

i3]

T 211.0. B CEuzse -> 211. 4184 [AP]

HTTP/1.1 288 0K..Date: Mon, 26 Feb 2887 87:21:35 GMT..Server: Ap
ache._X-Powered-By: PHP/4.3_8. _HKeep-Alive: timeout=15, max=188..
Connection: Keep-Alive..Transfer-Encoding: chunked..Content-Type
@ text/html....77 ...<htmnl>.<body>.<{table width=186% height=106%
border=1>.<{tr><td>_Frame 2 : Hain menu.<{/td></tr>.</table>.<{/bo

fexit

(38 6-22) hitos S=A| 80 ZE Z2L{HE A1t
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US3IE0] S4I0] 0|F0X|7| WhZ0ll 80 ZEE ZLIHY
2 %é topmenu.htm ﬂ}

mainhim< htips A_l% %SH)H index.html% SEIMX BECZ SM0| £l A2

013 & QUBLICE

OHﬂ

(O 6-13), (AT 6-14)2] AAE Z2 HHOZ HAE GHEH hitpZ SE=
b

=
HHo[Xl= Y=at 40| 0IFUXX] ¢4 U= A & + UsLC
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& 1D
219 I
© PASSWORD

e ID
239 I
© PASSWORD

{script language="JavaScript")

(==

function checkLoginForm1() {

var f = document.forms['LoginForm1"];
//oto|C] 4=d ZA}

if( f.memberlD.value=="" )}
alert('0t0|CIE USIAIR");
f.memberlD.focus();

return false;

}

/HILHS A A

if( f.memberPW.value=="){
aerf('H|YHSE YUGIMR");
f.memberPW.focus();

return false;

}

/44

f.action =

"http : //login.your—domain.com/login1.html;

return true;

116 | =oM% 7tol=

{script language="JavaScript")

(—

function checklLoginForm2() {

var f = document.forms['LoginForm2'];
//oto|c| 4 ZA}

if( f.memberlD.value==""){

alert('0L0|CIS YURISIMIR");
f.memberlD.focus();

return false;

1

[HILHS A ZA}

if( f.memberPW.value==""){
alerf('H|YHSE YUIGIMIR");
f.memberPW.focus();

return false;

1

/M

if ( 1.SSL_Login.checked ) {

[[HOEE M3 TE

[[HH&E HT3HE ol M

f.action =
"https: //login.your—domain.com/login1.html";
} else {

[[EFH4&E H|TsIX| UUS mfel UM
f.action =
"htip: //login.your—domain.com/login1.html";



1
/=
( /script)

( form name="LoginForm1" method="POST"
onSubmit="return checkLoginForm1();"

( table)

{tn

{td)ot0]CI{/td)

{td)(input type="text' name="memberID"){/td)
(o) /td)

/)

()

()t LHS(/1d)

(td)<input type="password"
name="memberPW"){/td)

(td)<input type="submit" name="Submit" value="
27921 "W/td)

(/)

( /table)

( [form)

(2 6-23) 2791 Al HOF4 HAUAZ 0|857] Yt HTML AAT

}

return true;

1

/=

(/script)

(form name="LoginForm2" method="POST"
onSubmit="return checkLoginForm2();"
(table)

{tn

{td)OtO[CI(/td)

(td)(input type="text' name="memberlD"){/td)
(td){input type="checkbox" value=1
checkedname="SSL_Login"y= &< (/td)
(try

{tn

(I HHS(/1d)

(td)<input type="password"
name="memberPW"){/td)

td){input type="submit' name="Submit"
value=" 2381 ")/td)

(/tr)

{/table)

{/form)

% SSL2 0|89t AsstE & NMES ofHH
action URLOIIA 'hitp' CHAI 'https'S =0f

F3 g

n

ot 1% Jtols | 117
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2, HOMH HE

71 S22t ME =0l HHY
AN UEE EAIS YalM HOt ZRESS MR WS YorEALIL =
oM @M XGs w0t meEZ0| Mz HR0| EI=A] Holsls W] tiiA
opASLIC
D B2 #HS E6t 2ol
Uct HH2 USEI} EOXID YR WS URH0 HUst Wl
(22 6-24)= UHEOI hipS S5t HL S0 LS WSt HALICE Lz}
5015181 headerd) LI0| B2OZ Hol= S HIY 4 AUaLI

6:087:53.538160 &= o .CO.Kr_470899 >

s s wm.COM.DMEEp: P 1:224(223)

p,timestamp 1156882485 1157562812> {DF) (ttl &4,

gz 00880 4588 8113 8111 4888 4806 e3 05 d3ef 92715
axa8818 d3ef 96d? b7fb BB58 aBb7 e66b FF1b 5121
Bz 0028 8818 16dA c34c 0000 B181 BE0a A44F3 6765
0z 0830 Lufe feQc L4745 SL28 2F20 4BSL 5458 2£31
Bz 0048 2e31 BdBa 5573 6572 2d41 6765 6e7h 3a2@
0z 088580 6375

6:087:53.542551 DR LW TS Tl . com.http > BOSETEE_co . ke 47899: P 1:589(508)

id 33841, len 275)
E..... BE.......
....... P...k..0Q*
..... L......D.ge
D...GET./.HTTF/1
-1..User-Agent:.
cu

4588 0230 afbe 4888 4886 b33b d3ef 26d?

,nop,timestamp 1157562813 11568082465> (DF) (ttl &4,

id 44990, len 560)
E..0..B.8.. ;...

Bz 8818 d3ef 9715 6658 b7fb FFf1b 5121 a8b7 e?4a |[..... P....0¥...d
axa02e 8618 1920 Fele 0080 6181 B880a Life feld PR D...
8z 8838 LuF3 6765 L8Sh4 G458 2F31 Ze31 2832 3838 D.geHTTP/1.1.288
axa040 204f 4bBd Bakhy 6174 653a 2057 6564 2c20 .0K..Date: . Ued, .
8z 8858 3837 a7
(32 6-24) W2 E4 W3 2ol Zay
(22 6-25)2 2B hipstll B4 RHS o 42 HUY 47} 00, YRMNIZ
S015101 £ T2I0XIBt heackr] LEBO| UB3H EI0f LIRS 20k 4 S =4S
U 4 UBLLL 5, Y53 SN0| YYHOR OIZOTICHE 4 oolgit

118 | 2oty 7= 710



16:13:88 640496 SCOKF. 47126 > Ceme

s s wel . COMDhEEps:

14 win 14488 <nop,.,nop,timestamp 1156833916 1157593519> (DF) (ttl 64,

P [tcp sum ok] 568:597(
id 22543, len 81)

s L5 ]S 4580 8851 S80F 40608 4886 Bcca d3ef 9715 E..Q.B.@.......
gx08618 d3ef 96d9 b816 B1bb bc26 bcaf 1261 a3a32 00 .. .ae.... G...a..
gxaeze 8018 3898 S538c 0068 8191 6802 44F3 e27cC -.8.5. N |
0x0038 LUFF 79afF 15083 081688 18b1 ce57 F7b6 cce® D.y ........ W....
Bxe048 da6s 2aba c62d eb52 d397 Sbad c741 738d .ex__-.R..[..As
=868 64 d
16:13:088.640826 m & o Bw swm.con.https > .co.kr.47126: P [tcp sum ok] 2414:24Y4
CO7 win 7584 <nup nop, t1mestamp 1157593519 1156833916> (DF) (ttl 64, id L8266, len 81)
ax8008 4CH0 B88%1 e3%a 4080 4686 813e d3ef 96d9 E..Q..B.@..>.
gxas18 d3ef 9715 @81bb b816 1261 adald bc?26 boce 0 |ceieeennas a...&..
Bx80628 8618 1d%6 c670 0080 08181 6808a 4AWFf 79af -P.p D.y.
0x86838 44F3 e27c 1583 6168 18F8 Bdas 2ded 6837 D..| ........ -.h?
x8048 F£d55 26bc 86cc o159 1d?b 5652 alcd c5h8 Uf....¥Y_+UR_ ...
8x86058 b%
(12l 6-25) AsskE EA 7 2ol A}
@ AmolxIoA 2ol
K IS 2R SOISHe Wi Qo). UHOIKIA 71| AS3pt Elofxm H
QX2 Eolshe HiHo] AALIC -
-
»
S9L0| H2E YOS hips TEEZZ HAS HS A0, (12 6-26)T 20| o]
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3. HE[=HQ! SSL
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7| fleliMd= 71E0f ofo] HEE0 UH = SIS

cis ip0S] FAEAE SRS R0l B

Ol T2 S410] JINEAE MBS HHGHK UOH, HOUENS UshA hipsE
&8 BN hipo7t BYS ST 92 Yt BL 9IF ip 2201 BHE Sk
S OE7H 2T 4 o) HR0, T2 niplB0M, YSSHE AL h ps<443>o+w
SE5(2T B3 TS 00 BT OFHO| (2 B-5)T (12 B-6)0| Apache

oH
HO
I_

MEIU hipd.confofl A 242h

ofm
z

o ots

st stlez 7= 6_ 28 ol

Mamelirtual Host 180
MirtualHost Loom $00 %

Serverfdmin webmasterd
DocumentRoot. Jhomes

Custonlog Avardlogs
<AirtualHost >

fpublic_html

ServerMame LCom
ScriptAlias Aocgi-bind " Ahomes L Jogi-bind"
Serverflias LOOm b, LCom
ErrorLog Avardlog/ LJcom—error_log
Customlog Avardlog. Jcom—access_log common
<AirtualHost»
irtualHost Loo ko 180
erverAdnin webmaszterd fulalll
DocumentRoot Jhomes dpublic_html
ServerMame || |.cokr
ScriptAlias Aocgi-bind "Ahomes = | Jogi-bind"
Serverflias | Lok www ook
ErrorLog Avardlogs | oo kr—error_log

L20m

..cokr—access_log common

(22 B-5) Apache MHOIM HE £

AlS 95

el

IEAY MY

o
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MameVirtual Host +d4d3

WirtualHost www, Lo b rdd s

DocumentRoot. " Ahome ¢ fpublic_html "

ServerHane www o ooLkr

ServerAlias www .com

ScriptAlias Aogi-bind "shomers L fogi-bind"

Serverfdnin webmaster@
Errorlog Ausr/local fapacheslogs ferror_log
Tranzferlog fusrslocal fapacheslogssaccess_log

SSLEnzine on

SSLCipherSuite | |
SS5lCertificateFile Ausrilocal fapachesconf Fs=l ,crts

SSLCertificatekeyFile fusrslocal fapachesconf feel eyl ey

Files ™ "w,{cgilshtml Iphtml Iphp37? s>
S5l 0ptions +StdEnuiars
</File=s>
<Directory "sfusrdlocal fapachescgi-hin">
S5L0ptions +StdErviVars
LSO rectory >
SetErmIf User—Agent. ", *MSIE, ="
nokeepalive szl-unclean—shutdown ™
downgrade-1,0 force-responze-1,0
SetErwIf User—fgent "LWP::" get_lost
SetErwIf User—Agent "lwp-trivial" get_lost
Customlog Ausrslocal fapache/logs/ss]l_request_log
"Et ¥h XESSL_PROTOCOL 3 2iSSL_CIPHERZ= “"Xrs" xkb"
<MMirtualHost >

(28 B-6) Apache MHOIM Y33t S4S fI8t 7HYsAE 2F

LL IS ¢ Mt (6.0 0|4

ISo AT HEIE=H[Q! SSL QISME AIS5te e Apache MHECH & O DICHESLICE
ISOlAf= SUGH 443 LEES 042 E0{Q10] MUK} BICIH 1S2] 80 ZEO]| LSt 7HASAE

MEE Sh= 20| OfL|2t SecureBindings2hs Xt A0 S Ch

SecureBindings= 443 ZEE 02 EH[QI0] £ £ U=E AHH = A= S=otH,

Ciea 22 2XE SoiM 28y
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WWINDOWSWSystem32Wemd. exe

(agl B-7) CMD command A&l B&

P

@ Cts B0 SSL SAE 6l|Hof et SecureBindings®| HIEHH0|A £ 25|

FlolAl orter 22 Aol s YR,

cscriptexe adsutilvbs set  /w3svc/(site identifier)/SecureBindings ":443:{host
header)"

* (site identifiery= ZHQ10] AlHXt #HS

* {host header)y= ¥AIO|EQ| SAE 3G

* (18 B-8) &1

@ (I8 B-8)Y siHg 27| Yelii= AE — Z203 — =T — Internet
Information Service (IS) #2|XH'E 4+

( Internet Information Services {IIS) Manager

‘_'_“g File  Action Wiew Window Help

+ = | BmENE[L2|(2] > =0

?.g Internet Information Servic = | | Description Identifier Skate Host header value
El-5 8 w5501 {local computer] Default Web Site 1 Running
_) FTF Sites Q sp. .com 101603465 Running sp. com

_J Application Pacls 8 test7z. | oo ke 1016806534 Running test7z) o .coke
o, ook 1054817095 Running ook

Default web Sit | | Gy o0 1056752582 | Running testil couke
4 :D B 1| 4 Testoz 1056752983 Running test0z ok
e =F 7| i Testoz 1056752984 | Rurming best03 I oo ke
4 kest04 1056752958 Running testOd .cokr
® TeskOl

Testnz 8 spz test9s.com 1056752993 Rurning sp2.kestdd.com

Testod 8 503 test9g.com 1056752994 Rurning sp3.kestdd.com
b tostod 8 sp4.testss.com 1056752995 | Running sp4.bestda,com
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a2l & H W2 AKX} (Site Identfier)0]| T & =Y HIZ AKX ¢host header)
Q1L|C} (Site Identifiery= A|AEIN Qs XAts202 2HE|H, (host header)= SSL
QABME MFY If AtZsl= =09 FAYLLC

@ ot (22 B-9)= (2 B-8)9| test03.xxx.cokr0| 4435 At2st7| LahM
SecureBindings BEFHI0IAZ AMS AXSH= TQILICH

¢ |Command Prompt

Microsoft Windows [Version 5.2.37981
(C» Copyright 1?85-2803 Microsoft Corp.

C:WDocuments and SettingsWhkimlcscript.exe adsutil.vhs set Aw3svc/1B56752984-/85ec
ureBindings ":443:testB3. -co. . ke'

(22 B-9) SecureBindings M|EfH|0|A =7}

(12 B-9)E HMMoZ £al5HH  test03.xxx.co.kr0| 443 ZEO binding ELILCF.
O 205 (ag B-10)0AMME IS E2|XtoA SIsHEH, testO4.xxx.co.krit
testO3xxx.cokr0| LSSt EAlE oM &2 443 ZEE A&stal USS &0l

4 usUr,

I

Description | Identifier | State | Host header value | IP address | Fork | S5L Por &
Q Default Web Site 1 Running * Al Unassigned * 80
. .com 101803465 Running sp.j .com * Al Unassigned * &0
Q test7z, ook 1016806534 Running test7z) Jco.kr * gl Unassigned * &0
.co.kr 1054817095 Running : Lco.kr * Al Unassigned * &0
Q Test0l 1056752982 Running testl1) co.kr * Al Unassigned * &0
g Testdz 1056752933 Running test0z! .cokr * Al Unassigned * 80 —
9 Testds 1056752954 Punning kest3 e, Conky * Al Unassigned * 80 443
Q testod 1056752968 Running testOd b coky * gl Unassigned * &0 443

(322 B-10) SecureBindings2 £t 443 ZE &9

0l pindingEl =HQIS X|QI0F & AR0l= (23 B-11)2t 20| delete
0/25t0 SecureBindings HIEHH|O|A £M0AM EX AOIEN binding®E A
ATH)E 4 A&LICE

=~

ﬂJ|O mo

—
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¢+ |Command Prompt

C:WDocuments and SettingsWhkim>cscript.exe adsutil.vhs delete Awlisvc/1B56752984/
SecureBindings

(a2 B-11) SecureBindings X7

C} IS 5.00M2] HE|=mQI SSL QISA M2k Alet

IS 5,00 M= SecureBindingsg XIsta UX| 47| mh20f, HE|ZMHQ) SSL QISME
Z2 443 iEOH)\‘I )\f%% T7+ uAt:lI—ltf
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g

2

HotMH 1= Ji0lE



Guide _
HOIMH 5 710|=
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Z|0f ZE|=0Q1 SSL QISME Atlotaxt & moll= S ZE[=0Q! SSL IS Mo
R0 U= 2E E0[RIol CsiA 212 2 HIZS XIZsH0F o2z, SR 2o
7RUA) F7ret =0 tisi M= QUSRI flsiM B2 7IZtoll = #iol Hi&S

Xl=ahof guc,

156 | =2t 7% Jtol=



5. &zl

Ol¢e2 HE|ZMQI SSL QB0 tholA YotERt&H

o

e =019 SSL ABAl QIBAITH LR Cho] IS Bt thel Afbiol A 2ol
St Z2 K83 ABA MHIAYUC

6. 2AUEFIE(Wildcard) SSL QIS AZH?

reylE QS M= EHRle 2ol SAEHYOIL ME EH[QI0] CHE o2 H0[XIE
QIEotaXt g 0| AL L, SEf%'EﬂE 2ISME 0|80t &H ME ZQlar 22
Chyet HEfO] ZOQI0= QIBME MESIH Moz Ha[e o USLCH
HE &0 22 2HA =02l U= MEZQI9 o= oSt Z&LC
www.Kisa.com
mail kisa.com
secure.kisa.com
login.kisa.com
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ot = Cf2ut Z0| Al ) oMo € = QELIC

** domain.com O|L} ** ** domain.com

flob 20| 22 =02ls AkZoli Rl 89 ME =M2I9] =Xtof HAG0| 25 AEY
7 A0 FHYE HMSohl LT ALEIE ASM AME= Fleiis BN F5E &4
HESALL T2 2IBMet 714 & 0] 71K Q48 Hw, & okl 7 MEHGIAI0] ARESIALY|

158 | =9 1 stol=



=2 ¢ | SSL 7I47] A7)

1.

SSL 7k57| 89
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2 BetRX 3Rl HIAFO|Z It BHE SSL(Secure Socket Layer)2 Hel LeiZl biet
20| et 55315 Saif Hl0|HE Mt et SIS JIsotA she 7IsYLth
SSL 71712 @ M| AJAR9 A 5 ARl FHOIEX %% QIat PKI 7[8te]
QUSM 7|gte] Hot Z2EZ01 SSL g M8 i
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@ 1MITf SSL 7147| ‘PCI/ SCSI FH=ER)
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xZjximoz M7t &= POLE SCSI EIIOl FHE SEiol HESYUL
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o2 CPU FaieE =2 FolE BAZIC 2X] 724 M| 2H= MH|IAS
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